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UEI YH8FNPNKBM53 · CAGE 832Z2 · SBA 8(a) · SDVOSB · MBE · VBE · Licensed General Contracting FirmDefend forward. Respond decisively.

O V E R V I E W

Cyber resilience is a posture, not a product. Black Fox builds layered defenses, hunts threats inside your perimeter, and 
responds when the rest of the industry is still triaging tickets.

C O R E  C O M P E T E N C I E S

•  Risk & Compliance — RMF, FedRAMP, CMMC 2.0, and SOC 2 packages produced by assessors who have signed 
packages on the federal side.
•  Threat Hunting & SOC — Managed detection and response with named analysts and ATT&CK coverage maps.
•  Penetration Testing — Black-, gray-, and white-box assessments — including red-team engagements signed by 

leadership.
•  Incident Response — Retained IR and forensic readiness with a 1-hour engagement SLA.

D I F F E R E N T I AT O R S

•  Senior, cleared people on contract — never a junior bait-and-switch.
•  Written commitments at every milestone, with documented rollback paths.
•  Self-perform on the critical path; vetted partners on the rest.
•  Past-performance references furnished on qualified inquiries within 48 hours.

PA S T  P E R F O R M A N C E

FedRAMP High Authorization Support — Federal Civilian Agency Mission System (2024)
421 NIST 800-53 Rev. 5 controls; FedRAMP High ATO at first JAB review with no major findings.
Trade: Risk & Compliance · Value: $2.1M / 11 mo. · Location: National Capital Region

24x7 Managed Detection & Response — Quasi-Government Utility Authority (2023)
Managed SOC across 9,200 endpoints and OT segments; MTTD cut from 11 days to <30 minutes.
Trade: Threat Hunting & SOC · Value: $3.9M / 36 mo. · Location: Georgia

Ransomware Incident Response — Local Government (County) (2023)
Activated under a 1-hour IR retainer; restored core services within 72 hours.
Trade: Incident Response · Value: $0.7M (engagement) · Location: Georgia

C O N T R A C T  V E H I C L E S  ·  C O D E S  ·  D E S I G N AT I O N S

•  Contract Vehicles: GSA MAS · OASIS+ · SeaPort-NxG · GSA Schedule 70 · FDMS Florida
•  Designations: SBA 8(a) Disadvantaged Small Business · SBA Service-Disabled Veteran-Owned Small Business · 

Minority Business Enterprise (MBE) · Veteran Business Enterprise (VBE)
•  Licensure: Licensed General Contracting Firm
•  Identifiers: UEI YH8FNPNKBM53 · CAGE 832Z2 · NAICS 541512


